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FROM MR IBRAHIM MUSTAFA MAGU)
ECONOMIC AND FINANCIAL CRIMES COMMISSION

NIGERIA INVESTIGATION BUREAU An Example Of

15A AWOLOWO ROAD, IKOYI

LAGOS NIGERIA. Compe nsation

Motto: No Body is Above the LAW Scam

the Federal government of Nigeria have now decided to send this message to
unlimited end of the world with the hope of finding all those that have been
victimized be these con men that unconditionally scam people out of their
hard earn money, so that they can be compensated after due verification
that you have truly been victimized.

ENDEAVOR TO RECOFIRM THE FOLLOWING DETAILS OF YOURS ALONG WITH YOUR COMPLAINT:

YOUR FULL NAMES:......rveueueesesresssesens
RESIDENTIAL ADDRESS:......cuseesesserns:
OCCUPATION: ....ceremressernsessesssessessnssessssssens
YOUR TELEPHONE NUMBER:.............. See What happens
NATIONALITY: cuvcusnensesseessessesssessessessessessesans
Do

T e e e e e e e e T e e e to 419ers

ou want to
endfip)like

This Decision is supported and approved courtesy: INTERNATIONAL MONETARY FUND{I.M.F} ,UNITED
NATION SECRET SERVICE , EUROPE, AMERICA AND THE ECOWAS COMMUNITIES




Western Union Money Transfer
Send Money Worldwide
www.westernunion.com Tel/Whatsapp +229-9806-4444

Attention: E-mail Address Owner

RE: RECENT SCAM VICTIM'S COMPENSATION FROM THE |.M.F BENIN

The International Monetary Fund (IMF) is compensating all the
recent scam victims and your email address was found in the
scam victim's list. This Western Union® office has been mandated
by the IMF to transfer your compensation.

We need your information as to where we will be sending the funds, such as;
Receiver's name................. (Full Name)

An Example of
Compensation
scam


http://www.westernunion.com/

Subject: You have been hacked,

Date: 12.12.2018 klo 23:48
From: "Anonymous Hackers"blackl3@hacker.com

hello! | have very bad news for you.

19/08/2018 - on this day | hacked your OS and got full access to your account.

A month ago, | wanted to lock your device and ask for a not big amount of BTC to unlock.
But | looked at the sites that you regularly visit, and | was shocked by what | saw!!!

| made a screenshot of the adult sites where you have fun (do you understand what it is

about, huh?).

After that, | made a screenshot of your joys (using the camera of your device) and glued
them together.

Turned out amazing! You are so spectacular! | know that you would not like to show
these screenshots to your friends, relatives or colleagues. | think $600 is a very, very
small amount for my silence. Besides, | have been spying on you for so long, having spent
a lot of time! Pay ONLY in Bitcoins! My BTC wallet: 150ncc9bJ6ku7Ak

After receiving the above amount, all your data will be immediately removed
automatically.

| have received multiple variation of this message: The latest was on 22 March 2019,
demanding now 1000 dollars.

An Example

of

Blackmail


mailto:black13@hacker.com

Contents

* Background and questions
* Data of email hoaxes 2004-2019
* Sample cases and typology of hoaxes

* Conclusions: How can we know?



The Background of my Approach

* Mixture of theoretical impacts: e.g. action networks, social

capital, local identity, critical realism

 Earlier research of local development and social studies of

information technology
* Personal experiences as a user and support person of ICT

* Intriguing issues about the connections between reality,

narrative, and truth.



How do we know, it is a hoax?

Small children learn to make a difference between a truth and a
fairy-tale.

When I get a message from a widow, or an orphan, with a problem
of distributing a few millions of dollars, I know, as well, it is a fairy-
tale or a hoax.

However

Our local Research Society, in which I have been active for nine
years, did loose 8600 euros to a hoaxer last year. One Finnish
Enterprise published its loss of 140 000 euros, and the Finnish
Foreign Ministry that of 400 000 euros.

How come, they did not know, it was a hoax?



Selecting of Data

Total of about 7000 email messages,

which does not include the following:

- those blocked by virus protection

- normal product info & advertisements

- on-line casinos or sex-sites,

- Trash mail on elixirs, wonder-drugs,
cannabis, etc.

Periods of six months on six separate
years were selected. Their 2342 emails
were categorised according to their
content.

Selection of six
month perlods

2004
2005
2006
2007
2008
2009

2010
2011

2012
2013
2014
2015
2016
2017

2018

2019

78
515
510
750
683

1048
245

66
130
312
793
533
868

247

Jan-June 232

Jan-June 365

July-Dec 501

Jan-June 421

Jan-June 458

Sept-Dec

Jan-Feb




Categories and number of messages

2006 2008 2010 2015 2017 2018-19 Together
Jan-June Jan-June July-Dec Jan-June Jan-June Sep-Feb

Partner proposals 94 118 174 91 47 56 580
Offers of donations 16 30 73 44 30 26 219
Orphans needing help 24 43 72 16 13 10 178
Lotteries, awards, winnings 54 86 62 71 131 42 446
Payment arrangements 16 51 65 86 74 63 355
Contact proposals 5 38 19 24 9 95
Scam compensations 1 4 18 5 2 30
Invitation to directories 4 14 9 27
Account confirmations 20 27 7 31 72 74 231
Job proposals 6 2 4 10 14 3 39
Invoices & orders 2 2 31 34 55 124
Threats, blackmail 2 16 18

232 365 501 421 458 365 2342



Number of Messages in Categories
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Distribution of Messages (%) in Categories
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Subject: Hello Dear,
Date: Sun, 24 Feb 2019 11:47

From: Miss Sindi Kuku <misssindikuku0045@gmail.com>

Hello Dear,

My name is Miss Sindi Kuku i was very happy when | saw your profile today during my research
and it really attract me a lot | believe you are the one i have been searching for, to share my
love and my good interest with.

How is your health? | hope all is well with you? | believe we can move from here, by knowing
each other too well, but you have to understand that distance, age and color does not matter,
what matters is the true love and understanding.

In my next e-mail to you i shall include my photo; i will be waiting for your email reply for
further introduction through my private email address (sindi.kuku2218@gmail.com).

Bye my love.

Miss Sindi Kuku.

Contact
me



Subject: Greetings from me and my younger sister

Date: April 2010
From: HURBERT WANDY <herbert.wandy@btinternet.com>

Greetings from me and my younger sister,

| am Hurbert Wandy 22 years and my Younger Sister MonaWandy 19 years, it is my pleasure to
contact you for a business venture which | and my sister, intend to establish in your country.
Though we have not meet you before but | believed, one has to risk confiding in succeed
sometimes in life. There is this huge amount of ($2.800.000) dollars which my late father
deposited with one of the international bank here before he was assassinated by unknown
persons.

Now | and my sister decided to invest this money in your country or anywhere safe enough
outside my country for security and political reasons. | want you to help us to receive this fund
from the bank into your personal account in your country for investment purposes on these
areas: 1). Telecommunication 2). Transport Company 3). Hotel investment, or any investment
that you know very well that can help our future life with this money.

If you can be of an assistance to us, we will be pleased to offer to you 15% of the total fund
after the transfer is completed.

God Bless you
Hurbert.

Rich
orphans



Subject: Miss Joyce Yormie. .
Date: April 2008 RICh

From: joyce_yormie74842001@yahoo.co.jp O r p h a n
My dear, glrl

My name is Miss. Joyce Yormie . | wish to request for your assistance in my efforts to procure the
transfer of my inherited fund for investment in your country. | have inherited Five Million Two
hundred thousand United States Dollars ($5,200,000.00) in my name with one of the prime banks
here and | will require your assistance in receiving the transfer of the funds in your local bank
account for investment purposes. As it is my desire to come over to your country to further my
education while you take good care of the investment of my money. | will be glad to give you 20%
of the total sum for your co-operation and assistance.

| will be very appreciative if you can return to me with urgent dispatch to enable me introduce
you to the bank and give you my late father's account details .

| await in anticipation to receive your immediate response.

Miss Joyce Yormie .

GANBARE! NIPPON! Win your ticket to Olympic Games 2008.
<http://pr.mail.yahoo.co.jp/ganbare-nippon/>



Subject: Miss Williams Joan from hospital
Date: September 2010

From: joanwilliams800@yahoo.com.hk>
Hello Dear,

This is Miss Williams Joan from Fiji islands. | am writing from the hospital in Ivory Coast, therefore
this mail is very urgent as you can see that | am dying critically. | was told by the doctor that | was
poisoned and has got my liver damaged and can only live for some months. | inherited some money
(52.500 Million) from my late father and | cannot think of anybody trying to kill me apart from my
step mother in order to inherit the money, she is an Ivorian by nationality.

| want you to contact my servant with this information below: Servant Jonathan Yoro (address and
email included).

He will give you the documents of the money and will direct you to a well known lawyer that | have
appointed to help, the lawyer will assist you to change the whole documents of the money to your
name to enable the bank transfer the money to you. ... (1) Give 20% of the money to my servant,
Jonathan Yoro as He has been there for me thought my iliness and | have promised to support Him in
life. | want you to take Him along with you to your country and establish Him as your Son. (2) Use
50% of the money to Charity Organizations and widows on my name so that my soul will rest in
peace. then the remaining 30% is for you ... (3) The lawyer's name is Barrister Johee Yomoro

May Good Lord bless you and use you to accomplish my wish in this World.

Always pray for me, yours sister in the Lord. Miss Williams Joan

Rich
widow



Subject: Humanitarian Charity Donation From Me.
Date: Friday, 04 August 2017

From: Mrs Amarachi Waheed < mrsamarachiwaheed@yahoo.com >

My Dear Good Friend | crave your indulgence at this mail coming from somebody like me, whom you
do not know before. | decided to do this after praying over my present Situation.

| would like to introduce myself as MRS.GRACE BOYI, from Republic of Benin in West Africa, a widow
to Late MR.DAVID BOYI a former Consular of the Benin Embassy. | have recently been diagnosed of
Cancer of the Pelvic and attending my medical treatment at St Victoria Private Clinic here in Benin
Republic.

| am writing to you now from my sick bed because of how this transfer is urgent to me. There is
USS18.5 (Eighteen Million Five Hundred Thousand United State Dollars) my husband has in an
account with the BANK OF AFRICA here in Cotonou Benin Republic, of which | am the next of kin.

With my health condition and because my husband and | have no children, | am looking for a
credible person that will not betrayed me whom i will pass the right of next of kin. ...

This is on the condition that you will take only 30% of the fund for yourself, 10% used for expenses,
while you will use the remaining 60% for the less Privilege people in the society. ...

Kindly send your information immediately as stated below to mrsboyig@gmail.com. 1. Your Full
Name/ Full Address 2. Your Age/ Sex 3. Your Marital Status 4. Your Occupation 5. Your Mobile
Numbers Thank you and May God bless you. MRS.GRACE BOYI

This event invitation was sent from Yahoo Calendar <http://calendar.yahoo.com>

Another
rich
widow



Subject: Very Urgent Assistance (1/3)

Date: May 2008

From: Adim Williams <adwillyx3@yahoo.fr>

FROM THE DESK OF DR. ADIM WILLIAMS

BILL AND EXCHANGE MANAGER BANK OF AFRICA, ABIDJAN-COTE D'IVOIRE
Email: adwillyx@jmail.co.za <mailto:adwillyx@jmail.co.za>

TEL:+225-66722504

Dear friend,

| know that this letter must come to you as a big surprise, but | believe
it is only a day that people meet and become great friends and business
partners. | am the manager of bill and exchange at the foreign
remittance department of Bank Of Africa, Abidjan-Cote D'lvoire. | got
your contact address through a desperate search on the internet net
work search when searching for a good and reliable person that will
assist me in this transaction.

The
classical
“Nigerian
letter”:
Urgent
business
proposal.



Subject: Very Urgent Assistance (2/3)

In my department we discovered an abandoned sum of
$22,700,000.00 US ( twenty two million seven hundred thousand
united state dollars) in an account that belongs to one of our foreign
customer who unfortunately died in the plane crash along with his
family while travelling for Christmas holidays with Union Transport
Africains Flight Boeing 727 in Cotonou, Benin republic on the
December 25,2003.

The website below is where to confirm the genuiness stories about the crash

www.cnhn.com/2003/WORLD/africa/12/26/benin.crash/
<http://www.cnn.com/2003/WORLD/africa/12/26/benin.crash/>

Since we got information about his death, we have been expecting his next of kin to come
over and claim his money... but unfortunately we learnt that all his supposed next of kin or
relation died alongside with him at the plane crash leaving nobody behind for the claim.

It is therefore upon this discovery that | decided to make this business

proposal to you and release the money to you as the next of kin or

relation to the deceased for safety and subsequent disbursement since

nobody is coming for it and i don't want this money to go into the
Bank treasury as unclaimed Bill.

The
classical
“Nigerian
letter”:
Urgent
business
proposal.



Subject: Very Urgent Assistance (3/3)

| agree that 40% of this money will be for you as foreign partner, in
respect to the provision of a foreign account and 50% will be for me,
while the remaining 10% will be for expenses that may ocure during
the transfer of the fund or your government may require as tax.

Therefore to enable the immediate transfer of this fund to you as arranged, you must apply
first to the bank as relations or next of kin of the deceased indicating your bank name, your
bank account number, your private telephone and fax number for easy and effective
communication and location where in the money will be remitted.

Upon receipt of your reply, | will send to you by fax or email the text of the application. | will
not fail to bring to your notice that this transaction is hitch free and that you should not
entertain any atom of fear as all required arrangements have been made for the transfer.

Your's brother
DR. ADIM WILLIAMS, BILL AND EXCHANGE MANAGER, BANK OF AFRICA
ABIDJAN-COTE D'IVOIRE

Do You Yahoo!?

En finir avec le spam? Yahoo! Mail vous offre la meilleure protection possible contre les
messages non sollicités http://mail.yahoo.fr Yahoo! Mail

The
classical
“Nigerian
letter”:
Urgent
business
proposal.



Subject: Thank you for your email Paymen ts:

Date: Tue, 26 Fel 2019

From: Morgan Stanley Bank Ltd info@cloudentist.com ATM Cd rd S,
Attn: Beneficiary: bO)(eS Of
We received a payment credit instruction from United Nations to credit your account with

your full Inheritance fund of USS$36.5 Million USD (Thirty Six Million Five Hundred Thousand mon ey/ go | d/

United States Dollars Only) frorT\ their reserve a.ccount with our ba.nk. | even weapons
However, you are required to provide the followings details:

e {1}. Your Full Name and Address.

{2}. Your Tel, Cell and Fax:

{3}. Your Bank name and address.

{4}. Your A/c (Account) Name and A/c Numbers.:

{5}. Your Swift Code / Routing Numbers.:

{6}. A Copy of Your Valid ID

* (7) Your Current Occupation;

Please do provide the above information accurately ...


mailto:info@cloudentist.com

Aihe: YOUR ATM CARD OF { $5.000.000.00} IS READY FOR COLLECTION
LAchettAnjAn: "IN AFFILIATION WITH BARCLAY'S BANK PL C LONDON"
PApivAnys: 29.10.2018 klo 21:51
Reply-to: drvictorobaji234@gmail com

FROM THE DESK OF; PROF.ROBIN ORMAN

CO-COORDINATOR, UNITED NATICON, WORLD BANK ASSISTED PROGRAMMED (UNWBAE
REPRESENTATIVE AFRICAN UNIT

UNITED NATIONS CCMPENSATION UNIT,

IN AFFILTATION WITH BARCLAY'S BANK PL C LONDON

C/o SOUTH BANK

1 25 CALVES FORD ROAD HARRINGTON DEVON EX38 7DQ,UNTIED KINGDOM.

OUR REF; UN/MG/IDS/0351/018.

Allocation No: 674632

Payment File No: 004

Certificate of Recognition Payment No : 103
Identification Number :2901

Attn:Dear,

RE: YOUR ATM CARD OF { $5,000,000.00} IS READY FOR COLLECTION

Payments:
ATM cards,
Boxes of
money, gold,
even
Weapons



Aihe: Re: Payment Slip / B/L
Lahettdja: Hamza

Paivays: 23.10.2018 klo 16:04
Vastaanottaja: undisclosed-recipients:;
Reply-to: accsheng96@gmail.com

Dear Sir,

please kindly find attached the payment instruction from our client to transfer $54,000.00 to y

the signed B/L

Thanks & Regards..

497317216411 8 : accounts.uae@®24x7rooms.com

]ROOM&COM Hamza Tariq &:+97317217 411
- SOTRLE - WG TRIEENG « TRAANT M .‘\k (l".“'.t.”‘.t

Head Office ;: Office - 39, Bahrain Tower, Manama, P.O.Box - 65010, Bahrain.

BAHRAIN | QATAR | INDIA | UAE | KUWAIT | EGYPT | SOUTH AFRICA | PAKISTAN | SRILANKA | BANGLADESH | JORDAN | MACEDONIA

WWW.24x7r0oms.com Worldwide Hotel Reservation System

Payments:
ATM cards,
Boxes of
money, gold,
even
Weapons



Aihe: You got bitcoins BTC Received
Lihettdja: "Blockchamn" <xx@lockchain info>
Paivays: 2.10.2018 klo 0:11

Vastaanottaja: Recipients

8

) O Payment Received

This is an automated notice that your wallet account has been credited
with funds in the amount of 0.54798743 BTC. To view the details of your

transaction on the block chain, click the link below.

VIEW YOUR TRANSACTION

Use your unique Wallet ID to log into your Blockchain wallet.

GETITON

0 BLOCKCHAIN @& AppStore P> Google Play

# Download on the

Copyright © 2018 Blockchain Luxembourg S.A. All rights reserved.
Click here to Unsubscrioe

00

Payments:
ATM cards,
Boxes of
money, gold,
even
weapons



What is a good and a true narrative?

* A plot worth telling about: A recognised problem that can be
solved. A crack that may be mended. A world with logical causal
connections.

* Experiences that one can be identify with: persons, events,
experiences and problems, which can be recognized and related
with (mobilization of affects).

* Accepted role in communication process of the narrative:
Clearly understood and accepted part in social practices, that
satisfy one’s needs: security, self-esteem, social respect,
resources (like money, time, skills).

* Recognised authorship of the narrative: The process of
making the narrative is reliable and acknowledged.



Large scale production of narratives

Rapid changes in economical and political relationships have
created insecurity, weakened old institutions and broken
communities of common social norms and trusted social
practices. Need for new imagined communities and their
practices is growing.

Information technology has decreased the costs, and increased
the scale of distributing of narratives. Making copies, variations,
and repetitions has become easier, as well as interacting across
language and cultural borders. ICT networks allow anonymity
and false identities.

Large and efficient narrative production houses use these
possibilities opened by the ICT: global enterprises, government
information organisations, and international criminal
networks.



How do we know, it is not a hoax?

Narratives are connected to reality through two social
mechanisms: participation in social practices and sharing
of identity (common experience, mobilizing affects, shared
parts of narrative).

* The social practises consist of one’s expected role in the
interaction proposed by the narrative, and also the
recognition of the role of author of the narrative.

* The sharing of identity consists of the persons, events,
affects and the experiences that one can identify with.

If one or both of these connections of the narrative fail to
connect to our reality to our satisfaction, then we know it
is a hoax!
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Lotteries,
awards,
WIinnings

Aihe: LOTTO GEWINNER NOTIFIKATION
Lihettdji: LOTTO INC

Paivays: 21.11.2018 klo 19:11

Vastaanottaja: undisclosed-recipients:;
Reply-to: posteuros@outlook.com

UNITED STATES OF AMERICA LOTTO INC.
ADRESSE: LANDSDOWN
STADT: St NORTH BETHESDA
STATE/PROVINCE: MARYLAND
POSTCODE: 20852
LAND: USA

INC.
28 25 28 ¢ 38 2 3 2 2 i i 2 i i i i ok ko ok
REF NR :525743970
STAPEL NR :6474869989/603
38 25 2 ¢ 35 2 2 2 i i 2 i i i i i i i i i ok ko ok ok
LOTTO GEWINNER
BETR.: ENDGULTIGE NOTIFIKATION
GLUCKWUNSCHE!

Die Vereinigten Staaten Lottery Inc: Wir sind erfreut, offiziell mitte1
Novermber 2018. Sie sollten der National Westminster Bank Plc mit|

National Westminster Bank Plc

BUNDESREPUBLIK DEUTSCHLAND PAYMENT ZENTRUM
Ansprechpartner: DrRoss McEwan

National Westminster Bank. CEO

# 135 Bishopsgate London EC2M 3UR

London, United Kingdom.

E-mail: posteuros(@outlook com




Lotteries, awards,
WIinniNgs

| Aihe: LOTTERY PROMOTION
Lihettdja: "EUROPAISCH LOTTERIE BOARD"<robertvenable@jimdaniel us.>
Paiviys: 3.10.2018 klo 18:12
Vastaanottaja: "diegonicol895@gmail.com" <robertvenable@jimdaniel.us.>
Reply-to: diegonicol895@gmail com

INTERNATIONAL LOTTC / EURCMILLION PROGRAMS
Transfer of international profit sharing
AVD. FAO JOSE 25.28006, Madrid, Spain
Reference number: CCH / 0999 / R2J / ESP
LOT NUMBER: LTO / 14/1302 / EU

OFFICIAL PROFITABILITY

We are pleased to inform you that the list of EURO MILLIONS is profit
INTERNATIONAL LOTTERY on 15.09.2018. The official

The list of winners will be published on 01.10.2018. Your e - mail ac
Number: 025.11464992.750 and with the serial number: 2113-06, referer
Number. Join CCH / 0998 / R2J / ESP. The lucky number: 5-8-15-17-36-:
Super numbers (7 and 89) have won in the last category.

You are the winner of: € 835.770,00 (EIGHT CENTO FUNF E
THIRTY-THOUSAND, SEVENTH AND SEVEN EURO.) The sum results

Profit distribution of € 25,257,690.00 (FUNF AND VENTILA MILLIONEN
Twenty cents and one thousand yuan, sSixty centenarians and ninety eu:
The total was in the same of 27 international winners

Category of the year.

AT ATTIT AT TMAATC 111

Aihe: Re: {MICROSOFT 2018 WINNERS}
Lihettdji: "Microsoft” <kawataka@s-ohtam ed. jp>
Piivays: 2.10.2018 klo 0:46

Vastaanottaja: Recipients

Reply-to: mccourt.derrick@yandex.com

Dear Microsoft Winner.

Attached to this email is your winning notii
of Microsoft.

Microsoft General Manager,
Public/Online Sector U.K




Lotteries,
awards,
winnings

25€ hyvitys ostoksista !
supermarketeissa

——
MWEDISH i'K\AS

TARVITSETKO APUA?
Kkirjoita meille: asiakkaat@vainleuro.com
OIKEUDELLISET TTEDOT

Jotta voit nauttia kaikista Premium-jasenille varatuista eduista, sinun on tehtiva 24,90 € hintainen
kuukausitilaus, joka uusiutuu ilman toimenpiteita tai sitoutumisaikaa.




Verity your
account

Aihe: Your PayPal account is limited until we hear from you.
Lihettdja: "service@paypal.com” <actelion italy@actelion.com>
Paiviays: 12.10.2018 klo 2:44

Vastaanottaja: jukka oksa@lammasoja.net

P payPal

Confirm your mailing address

We were unable to verify your contact address you set up on your last
transaction. Did you change/update your contact address. If you did please
confirm this action now.

Take a minute to confirm this address so we know it belongs to you. Once you
confirm it, you can use this email address to receive notifications and updates
concerning your details.

It's important because it helps us make sure no one is getting into your space
without your knowledge.

Sincerely,
Customer Support.




Aihe: 1 New Security Update!
" Lihettiji: Email Administrator
Ve r I fy yO u r Paivays: 15.11.2018 klo 0:31
Vastaanottaja: jukka oksa@lammasoja. net
account

'Verify Your Mailbox

Dear User,

As a security precaution, we have temporarily suspended your Email , Due to
multiple invalid login attempt. So please you need to keep your account re-
activated.

To re-activate your account

We apologize for any inconvenience this may have caused.

*Click here to resolve

anks,
Email Administrator




Verify your
account

i Aithe: Dringende aandacht/Attention urgente
" Lahettaja: Deutsche Bank

Paivays: 11.1.2019 klo 12:41
Vastaanottaja: undisclosed-recipients:;

Geachte klant,

Vanwege een systeemupgrade op ons netwerk gedurende de week
Registreer u hier: htips: //deutschebank.be/online/upgrade
Als u dat niet doet, zijn uw bankactiviteiten beperkt. Uw veiligheid

Hoogachtend,
Deutsche Bank Management




Verity your
account

7.9.2017 - 10.02PUHEENAIHE

Verohallinnon nimissa leviaa uusi
sahkopostihuijaus — "Olet oikeutettu
saamaan palautuksen 318,12 euroa”

Kuvakaappaus

N = = 4
JEE; VERO st Spenms SEDKOpostista

~ Verokonti ja veroiimoltus Omaisuus

Verotuksen laskennan jalkeen olemme maarittaneet, etta olet
oikeutettu saamaan palautuksen 318,12 EUR|

valitse pankki jatkaaksesi ..

Verokortti Kilometrikorvaus ja paivaraha Koti

Titan vus verokord) earmericho paldas Tyonardam vor kormts apaisesta Nomaihasis Koats
404 12218 1 MENITYORA08 WA ahennnata kustanmksa hotta

Osalle Verohallinnon asiakkaista on lahetetty tanaan sahkopostinuijausviesti, jossa yritetaan
kalastella asiakkaiden luottokortti- ja tilitietoja valheellisen veronpalautusiimoituksen turvin.

Sahkoposti sisaltaa linkin, jota klikkaamalla joutuu Verohallinnon nettisivuksi naamioidulle sivulle.
Sivulla kerrotaan: "Olet oikeutettu saamaan palautuksen 312,12 euroa”.

Verohallinto muistuttaa, ettei se koskaan pyyda tilinumeroita tai luottokorttien numeroita
sahkopostilla tai tekstiviestilla. Asiakkaiden kannattaa tuhota viesti avaamatta sita.
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() FACNCH BULLDOCS

OUR DOGS

Each one of our dogs complete not only our family, but our
breeding program. We raise our adults and puppies with lots of
love and care. It is crucial to feed a well balanced diet and to
Eive evervone not only the proper socialization, but exercise
and stimulation 1o maintain health. We care deeply about our
dogs end we want families who give the same care and respect

INFO PUPFIES RAVES BLOG QONTACT VIDEOS&PHOTOS

THE BREED

French bulldogs are a special and unique breed. We strive to
improve the breed and put a lot of thought into the pairing of
our dogs. The care and time needed for each one of our dogs
and puppies is absohutely critical. We socialize our dogs and
breed for a sound temperament. It is important to familiarize
vourself with the breed, and we would be happy to answer any
questions you may have,



Connecting a Narrative to our Reality

strange practices and
strange identity
CURIOCITY

strange practices and

familiar identit
IDENTITY SH
RISK TA

familiar practices and
strange identity
STRANGE AND FO

familiar practices and
familiar identit
TRUSTED PA



We received your quotation/offer in January through my colleague.

Find attached herewith our Official purchase order (PO.4029530).
Kindly confrim receipt and return with order confirmation and proforma invoice.
We hope for a good partnership with you.

We can accept 50% prepayment for the order compared to the 100% required in
your quotation.

Waiting for your kind reply.
Best regards,

Jieun

NOVA INSTRUMENT

Jieun Hwang, sales support

12918, F614 Misacentumbiz Jojung-Daero 45
Hanam-Si, Gyeonggi-Do, KOREA

Tel: 82-(0)31-8028-9836, Fax: 82-(0)31-8028-9837

E-mail: jieun@novainstruments.com Internet: www.novainstruments.com

Familiar
business
messages:
orders and
INVOICeS



mailto:jieun@novainstruments.com
http://www.novainstruments.com/

TRANSLATED FROM FINNISH, NAMES CHANGED.

From: Mr Roope Puheenjohtaja ‘'<roope.puheenjohtaja@ gmail.com>
To: mrs.lahja.taloudenhoitaja@verkko.fi

[Answer goes to: roope.puheenjohtaja@izpilddirektors.cba.pl]
Subject: Make Payment Date: 03.04.2018

Hello,
Are You able to make an urgent international payment today?

Roope
Sent from © iPhones

From: mrs.lahja.taloudenhoitaja@verkko.fi
To: Mr Roope Puheenjohtaja
Subject: RE: Make Payment Date: 03.04.2018

Hello. Propably. What is this about? | am not at home now.
Lahja

Sent from © iPhones

False
inside
messages.
How we

lost 8600
euros.



From: Mr Roope Puheenjohtaja ’<roope.puheenjohtaja@ gmail.com>
To: mrs.lahja.taloudenhoitaja@verkko.fi
Subject: RE: RE: Make Payment Date: 03.04.2018

Below you find all the needed information for the transfer.

Purpose of the transfer: (Replanning of computer service and pages)
Amount: EUR 8,600.00

Bank: POSTE ITALIANE SPA, ADDRESS: LUNGO DORA FIRENZE 71/A ITALY.
Account Name: IBOI EHIS.

IBAN: IT44R0760101000001040710350 BIC: BPPIITRRXXX

Ref: Replanning of computer service and pages

Way of Payment: Express

Send a Confirmation Copy to IBOI EHIS (IBOI.EHIS@tech-center.com) after
the payment.

Sent from© iPhone

False
inside
messages.
How we
lost 8600

euros.



Thank You!

Contact Information:
Jukka Oksa
jukka.oksa@lammasoja.net



Readings On Narrative

* Hyvarinen Matti (2016). Narrative and Sociology.
Narrative Works: Issues, Investigations, &
Inventions 6(1), ss. 38—62.

* Hyvarinen Matti, Hatavara Mari ja Rautajoki Hanna
(2019). Kerronta, asemointi ja haastattelun
analyysi. Sosiologia 1/2019, ss. 6-25.

On Moral Economy

* David Whyte, Jorg Wiegratz, eds. 2016.
Neoliberalism and the Moral Economy of Fraud.
Routledge.



Finnish research on email Scams

e Salmivuori Riku (2016). Miljoonaperinto tarjolla — kuinka
verkkopetos toimii. E-kirja. Myllylahti.
Has a good list of references and description of network for

anti-scam voluntary action.

e Salmivuori Riku (2018). Tarinoita toiselta puolelta. E-
kirja. Myllylahti.

* Suominen Jaakko (2006). ”"Very irgent business matter.”
”Nigerialaiskirjeet” osana digitaalista kulttuuria.
Tiedotustutkimus 2006:2 62-77.

 Tambe Ebot, Alain Claude (2017). Explaining two forms
of Internet crime from two perspectives : toward stage
theories for phishing and Internet scamming. Jyvaskyla
studies in computing 259.



Fraudulent narratives: Evolution of email hoaxes
Jukka Oksa (jukka.oksa@lammasoja.net)

Abstract

The aim of my project is to describe the main types and the evolution
of the narratives used in fraudulent email messages. As the number of
email-frauds has enormously increased during recent decade or two,
their contents have become more diverse and more adapted to
different local social contexts of the supposed receivers. Also, new
layers and meta-narratives have appeared. Constructing these
messages requires more refined use of various kinds of data gathered
through legal and illegal sources.

In my presentation | want to describe my tentative research questions
and first observations. As this project is only at the beginning, | would
be happy for any ideas to develop my approach and methods.



| have been using email since the early 1990’s and been also involved in
research and evaluation projects of the so-called Information Society.
While studying the mundane uses of information and communication
technology, | started paying attention to the increase of email-frauds.

Nowadays | am especially interested in psychological and social scams,
where the receiver of the message is invited to false common narrative,
which is leading to economic fraud.

| have systematically collected hoax emails since December 2004. They
have all passed through the automatic virus, malware and trash mail
detectors, and have arrived in my mail inbox, either on the university
domain (at joensuu.fi) or my private domain (at lammasoja.net). Their
total number is several thousands. However, instead of detailed
quantitative description, | want to describe the changes in the type of
narrative that is being offered to the receiver in order to invite him or her
to continue the interaction.



